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LOI NOI PAU

Cung v6i sy phat trién nhanh chéng cua nén kinh té. Van dé ung dung hé thong
Mang thong tin vao diéu hanh va san xuat trong doanh nghiép ngay cang duoc day
manh. Nha quan 1y mong mudn Quan tri vién mang thong tin phai naim dugc hau hét
cac cong nghé mang dé nhanh chong trién khai, tng dung nhiing céng nghé mang
tién tién vao phuc vu diéu hanh san xuét ciing nhu 1ap ké hoach xay dung va bao vé
hé thong thong tin ndi bd cua doanh nghiép tranh khoi moi nguy co tin cong.
Vé6i cudn gido trinh nay, toi ¢b gang tap trung di su vao cac cong nghé mdi nhat
hién dang dugc ap dung trong doanh nghiép tai thoi diém hién tai.
Gi4o trinh ndy gdm 16 bai trong d6 c¢6 09 bai gidng, 06 bai thuc hanh va 01 bai thao
luan. Muc tiéu cudn sach di vao cac vin dé chinh sau:

= Thiét ké lugc dd dia chi IP cho doanh nghiép

= Co ban vé cong nghé mang khong day

= Vin dé dinh tuyén va chuyén mach trong mang doanh nghiép

» Trién khai cac dich vu may chu (Mail Server, Web Server, DNS, DHCP...)

= (o ban vé bao mat
Mong muén thi nhiéu nhung trong thoi gian 3 tin chi cia moén hoc nay ching ta
chua thé bao quat toan bd cac cong nghé mang 4p dung cho doanh nghiép ma chi co
thé di vao nhiing cong nghé chinh. Hi vong tir 6 sinh vién ty nghién ctru, hoc hoi dé
c6 thé 1am chu duoc cac cong nghé va ap dung tot kién thirc da hoc vao cong viéc
mai sau.
Moi ¥ kién déng gop cua sinh vién va cac ban dong nghiép xin guri vé theo dia chi

Sau
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1. Muc tiéu:
Sau khi hoan thanh module nay, nguoi hoc ¢6 kha nang:

Sau khi hoan thanh module nay, nguoi hoc c¢6 kha nang:

- DPénh gia dugc cac hoat dong cta cac thi€t bi phan cing va phan mém trong mot mo

hinh mang LAN, WAN san c6

- Tu vén trong viéc lua chon cac thiét bi phan cimg phan mém dé thiét ké mang LAN,

WAN phu hop v6i nhu cau ctia doanh nghiép nho

- Panh gi4 dugc cac yéu cau vé quan ly mang, an ninh mang va cac rang budc khéc

trong qua trinh thiét ké mang

- Thiét ké dugc mang LAN trong toa nha phuc vu cho cong tac giang day va nghién

curu

- Thiét ké duoc mang WAN cho Truong hoc phuc vu cong tac dao tao va quan 1y cua

Nha truong.

Module nay gitip ngudi hoc phat trién cac ning hre: Phén tich (2); Tw van (2); Thue

hién (3); Thiét ké (3) va Bao tri (2).

2. Piéu kién tién quyét:
Nguoi hoe da hoc Mang may tinh.
3. Mo ta module:

Module nay nham cung cap cho nguoi hoc céc kién thirc dé Thiét ké duoc cac hé thong

mang LAN/WAN; Kiém tra, danh gia hiéu nang hoat dong cua hé théng; Xu ly duogc

cac su cd xay ra; Co ky ning co ban vé bao mat trong hé théng mang doanh nghiép

nho.



4. NOi dung module:
Bai 1: Tong quan vé mang doanh nghiép
1.1.Gi61 thi¢u mon hoc, phuong phap hoc
1.2.Cach str dung cac phan mém thiét ké gia lap VMWare, Boson
1.3.Gi61 thiéu hé théng mang thuc té ctia mot s6 doanh nghiép
Bai 2: Dia chi mang
2.1.Dia chi IP va Subnetmask
2.2.Cac loai dia chi IP
2.2.1.Dia chi IP Private, Public
2.2.3.Dia chi IP Unicast, Multicast, Broadcast
2.3.Nguyén ly dich chuyén dia chi IP (NAT)
2.4 Nguyén 1y cip phat DHCP
Bai 3: Cong nghé Wireless
3.1. Tong quan vé Wireless
3.2. Cac chuan Wireless
3.3. C4u hinh mang Wireless
3.3.1. Cac thanh phén thiét 1ap mang mang WLAN
3.3.2. WLAN va SSID
3.3.3. Cau hinh mot mang WLAN don gian
Bai 4: Co ban vé cau hinh dinh tuyeén
4.1. Céc giao thirc dinh tuyén
4.2. Giao thic dinh tuyén ndi ving RIP
4.3. Giao thic dinh tuyén dong OSPF
Bai 5:Thue hanh vé dinh tuyén
Céu hinh dinh tuyén cho cac mang
Bai 6:Cau hinh NAT trén Router
6.1. Khai niém vé NAT
6.2. Nat tinh — Static NAT
6.3. Nat dong — Dynamic NAT



6.4. Nat Overload — PAT

Bai 7:Thuc hanh CAu hinh NAT trén Router

Bai 8:Ciu hinh chuyén mach (Switching)

8.1. Co ban vé cau hinh Switch

8.2. Cau hinh VLAN

Bai 9:Thuc hanh CAu hinh chuyén mach va VLAN

Bai 10: Théo luan

Mot sb chit dé thao luan
» Céc k¥ ning can c6 ciia mot k¥ su trong vai trd HelpDesk
= Quy trinh thiét ké va nang cp hé théng mang d3 co
= Tim hiéu céc giao thirc ma hoa trong mang WLAN
* Mang Wimax
= Tim hiéu VoIP
= (Cong nghé¢ VPN

Bai 11: Céu hinh cic Web Server, DNS Server

11.1. Dich vu phén giai tén mién — DNS Server
11.1.1. Nguyén 1y phan giai tén mién
11.1.2. Xay dyng mdy chii phan giai tén mién cho mang doanh nghiép
11.2. Dich vu Web Server
11.2.1. Giao thaec HTTP va HTTPS
11.2.2. Trién khai Website doanh nghiép trén Server
Bai 12: Thuc hanh ciu hinh céc dich vu mang co bén
12.1. Cau hinh Active Directory (AD)
12.2 Cau hinh 1IS
12.3 Cau hinh DNS
12.4 Cau hinh DHCP
Bai 13. Xay dung m{t Mail Server
13.1. Giao thiee SMTP, POP3, IMAP
13.2. Trién khai Mail Server cho doanh nghiép
Bai 14. Thuc hanh Xiy dung mgt Mail Server
Trién khai Mail Server cho doanh nghiép
Bai 15: Thuc hanh Proxy va Firewall



15.1. Nguyén 1y hoat dong cua Proxy
15.2. Nguyén ly hoat dong cua Firewall
15.3. Trién khai x4y dung hé théng tudng ltra cho doanh nghiép
Bai 16. Co ban vé bio mat
16.1 Céc nguy co tiém tang trén mang
16.2. Cac phuong thirc tan cong
16.2.1 Viruses, Worms, Trojan Horses.
16.2.2 Denial of Service (DoS) va Brute Force Attack
16.3. Cac chinh sach bao mat
5. Tai liéu tham khao:
Sach gido trinh, Slide do gido vién bién soan.
Sach tham khao:
[1]. Cisco System, "CCNA Discoveryl 4.0", Cisco System, 2007
[2]. Cisco System, "CCNA Discovery2 4.0", Cisco System, 2007

[3]. J.C. Mackin and Ian McLean, “Windows Server 2003 Network Infrastructure”,
Microsoft Press, 2005
6. Hoc li¢u:
Giao trinh Iuru hanh ndi b, sach tham khao, hé théng bai tap mau, bai tap tw lam, may
tinh, tai nguyén trén Internet, Projector.
7. Danh gia:
Hinh thtrc danh gia:
- Kiém tra giita ky (Trién khai trén moi truong gia lap): 20%
- Panh gia qua trinh (két qua cac budi thuc hanh): 10%
- Kiém tra cudi ky: 70%
Ti€u chi danh gia:
- K§¥ nang thiét ké, xdy dung bai toan
- K¥ nang cai dat bai toan
Nguoi danh gid: Gido vién giang day va nguoi hoc.
8. Ké hoach hoc tap
B4 tri giang day module Mang doanh nghiép (3 tin chi) nhu sau:
27 tiét 1y thuyét (thuc hién trong 9 budi, mdi budi 3 tiét), 36 tiét sinh vién 1am tiéu luan
(gido vién tu bd tri lich gap, huéng dan sinh vién), 18 tiét thyc hanh (thuc hién trong 6

budi, mdi budi 3 tiét) va 90 gid chuan bi c4 nhan (dé cuong 130 trang)



http://www.ebook.edu.vn



8. Ké hoach hoc tép:

SG SG | Diéu kién thuc
Bai Muc tiéu Hoat dong gido vién Hoat dgng sinh vién .
) GV SV hién
1 | - Xac dinh dugc vi tri, vai tro | - Néu muc ti€u, ndi dung va ké hoach
va ndi dung cua Module | hoc tap cua Module - Linh hoi va dat cac cau hoi Phong hoc 1y
trong chuong trinh dao tao - Gidi thiéu ngudn hoc lidu phuc vu 3h thac mac 4h | thuyét c6 trang
- Xay dung dugc ké hoach va | cho hoc Mudule, phuong phap hoc tap - Lua chon dugc phuong bi may tinh,
phuong phap hoc tap phu | va céc ti€u chi danh gia phap hoc tdp va ngudn hoc may chiéu.
hop. - T chtrc thao ludn cac lgi ich dem lai liéu phuc vu cho Module
- Lua chon duoc nguén hoc | cho doanh nghi¢p khi c6 hé théng - Thao luan cac ndi dung
liéu phuc vu cho mén hoc mang trong phiéu yéu cau
- Trinh bay duoc nhimng loi | - Qua trinh dé trd thanh mot nha nha - Ghi cha nhiing van dé co
ich dem lai cho doanh nghi¢p | quan tri mang trong doanh nghi¢p ban
khi c6 h¢ thong mang. - Két luan va tong két cac noi dung - Néu cac cau hoi thic mac
- Trinh bay dugc cac bude dé | thao luan
tr¢ thanh mdt nha quan tri | - Trd 101 cac cau hdi cua sinh vién
mang trong doanh nghi¢p - Phat phiéu yéu cau cac ndi dung can
nghién ctru trong bai 2
2 |- Trinh bay cau trac dia chi | - To chiic thao luan vé kién trac Ipv4 |  3h |- Trinh bay dugc cau tric IP | 4h |Phong hoc ly

IP v4
- Mbi gitra
Subnetmask va dia chi IP.

quan h¢

va moi lién quan gitta dia chi IP va
Subnetmask

- Dua ra bai tdp yéu cau sinh vién

v4
- Hiéu 16 méi quan hé giira
dia chi IP va Subnetmask

thuyét co trang
bi may tinh,

may chiéu.




- Thy hién phan chia dai dia
chi IP thanh cdc Subnet co
subnetmask bang nhau va
khong bang nhau

- Thiét ké duoc lugc do IP
phu hop cho modt doanh
nghiép.

thuc hién phan chia dia chi IP thanh
céc Subnet c6 Subnetmask bang nhau
va khong bang nhau.

- Tu van va giai dap cac van dé kho

khan khi sinh vién gdp vudng mac

cling nhu cach tinh todn va
phan chia mot dai IP thanh
cac Subnet theo dép tng yéu
cau ctia nguoi st dung

- Tham gia tra 161 nhitng cau
hoi tinh hudéng ma gido vién

duara

- Phan tich duoc cac uu
nhugc diém cia mang khong
day va mang c6 day

- Trinh bay dugc cac md
hinh tng dung mang khong
day

- Trinh bay duogc cac chuin
mang 802.11a,b,g va dac
diém ctia mdi chuan.

- Trinh bay dugc chiic nang
ctia cac thiét bj co ban trong
mang WLAN

- Trinh bay duoc khai niém
kénh truyén va SSID trong
mang WLAN

- To chirc thao luan vé mang WLAN,
cic wu nhuge diém va cdc mé hinh
ung dung

- Giai dap cho sinh vién cac van dé
kho khan va dinh hudng cho sinh vién
thao ludn theo dung chu dé

- Tra 10i cac cau hoi thic méc cua sinh
vién

- C4u hinh thir nghiém mang WLAN

3h

- Thao luan theo cac ndi dung
gido vién dua ra

- Néu cac cau hoi, thic mic
trong qua trinh thao luan

- Quan sat cac goi y va phan
tich ciia gido vién va dé tir d6
dua ra nhiing nhén dinh va y
kién ctia minh vé van dé thao
luan.

- C4u hinh thtr nghiém mang
WLAN v6i chitic nang co ban

4h

Phong hoc ly
thuyét co trang
tinh,

chiéu,

bi may
may
AccessPoint,

Card
khong day.

mang




- Cau hinh mang WLAN don

gian

- Trinh bay duoc cic giao | - T chirc thao luan vé dinh tuyén va 3h - Thao ludn vé cac chu dé do | 4h |Phong hoc ly
thirc dinh tuyén Router gido vién huéng dan thuyét co trang
- So sanh dinh tuyén tinh va | - To chirc thao luan vé dinh tuyén tinh - Quan sat va thyc hién cdu bi may tinh,
dong, Distance Vector va |va dinh tuyén dong, Distance Vector hinh LAB dinh tuyén Vo1 may chiéu.
Link State va Linkstate giao thurc Rip V1
- Pic diém cua dinh tuyén | - Huéng dan sinh vién cau hinh dinh - Quan sat cach goi y va phan
Rip vl tuyén hé thong mang noi bo tich cua gido vién dé tir do
- Ciu hinh dinh tuyén hé |- Tra 10i cac cau hoi thiac mac cua sinh dua ra nhiing nhan dinh va y
thong str dung Rip v1 vién kién ctia minh vé van dé thao
luan.
- Thiét ké duoc luoc do dia | - Pua trude tai lidu thao luan cho sinh |  3h | - Sinh vién doc trudc tai liu | 6h | Phong hoc thuc

chi IP cho doanh nghiép

- Thyc hién cau hinh dinh
tuyén cho cac mang bang
dinh tuyén tinh va dinh tuyén
dong véi Rip v, Rip v2

- Panh gid dugc uvu nhuoc
diém gitra dinh tuyén tinh va

dinh tuyén dong

vién

- Théo luan thiét ké lwoc dd dia chi IP
- Cho sinh vién phat biéu y kién vé
cac vin dé thao luan theo nhém da
phén cong trudce

- Tra 101 cac cau héi thic méc cua sinh
vién

- Nhan xét, danh gia va tong két van

vé van dé thao luan

- Tham gia vao thao luén,
dua ra cau hoi

- Tham gia tra 161 nhiing cau
héi tinh hudng ma gido vién
dua ra

- Thiét ké luge d6 dia chi IP

cho doanh nghiép va céu

hanh c6 trang bi
may tinh, may

chiéu.




dé thao luan

hinh dinh tuyén giita céac

mang

- Trinh bay dugc cac khai
niém vé NAT ftinh, NAT
dong

- So sanh uvu nhuge diém cua
cac loai NAT

- Trinh bay nguyén ly hoat
dong cua PAT

- Céu hinh PAT trén Router
cho phép céc IP trong LAN
ra [P Public

- T6 chirc théo luan cho sinh vién hiéu
rd khai niém vé NAT, so sanh uu
nhuoc diém mdi loai

- T6 chirc thao luan vé PAT va su can
thiét co PAT

- Huéng dan sinh vién thuc hién bai
lab céu hinh PAT

- Cung cip céc tai liéu lién quan dén
kién thirc NAT

- Tra 101 cac cau hoi thic méc cua sinh
vién trong qua trinh thyc hanh

- Nhén xét, danh gia va tong két van

dé thao luan

3h

- Chu dong tham gia thao
luan vé chu dé do gido vién
huéng dan

- Trinh bay céc ndi dung ma
minh da tim hiéu

- Thyc hién tim hiéu va cau
hinh bai lab do gido vién dua

ra

4h

Phong hoc ly
thuyét co trang
bi may tinh,

may chiéu.




- So sanh wu nhuoc diém mdi | - Thao ludn thiét ké lugc d6 dia chi IP 3h - Sinh vién doc trudc tai liéu Phong hoc thuc
loai NAT - Cho sinh vién phat biéu y kién vé vé van dé thao luan hanh co trang bi
- CAu hinh PAT trén Router | cac van dé thao luan theo nhom da - Tham gia vao thao luan, may tinh, may
dé NAT cac IP trong LAN ra | phan cong trudc dua ra cau hoi chiéu.
IP Public - Chuén bi bai thuc héI’lh ’ - Tham gia ’tré 161 nhiing cau ¢h
- Phan tich dugc nguyén ly | - Tra 101 cac cau hoi thac mac cua sinh hoéi tinh hudng ma gido vién
hoat dong chuyén doi dia chi | vién trong qué trinh thyc hanh duara
IP - Kiém tra tién do thuc hién bai tap - Thuyc hanh NAT cac IP

thuc hanh cua sinh vién trong LAN ra IP Public

- Giao cong viéc cho tuan tiép theo
- Trinh bay nguyén ly hoat | - T6 chirc thao luan cho sinh vién tim - Chu dong tham gia thao Phong hoc ly
dong co ban cuia Switch hiéu nguyén 1y hoat dong ciia Switch luan vé chu dé do gido vién thuyét co trang
- Trinh bay khai niém VLAN | hd trg VLAN, khai niém VLAN va huéng dan bi may tinh,
va nhling Gng dung cua | nguyén ly hoat dong cua goi tin trong - Trinh bay céc ndi dung ma may chiéu.
VLAN trong thyc tién VLAN minh d3 tim hiéu
- Ciu hinh VLAN trén |- Cung cip céc tai liéu lién quan dén - Quan sat cach goi y va phan | 4h
Switch kién thire VLAN, dinh tuyén giita cac 3h tich cua gido vién dé tir do

- Sir dung Router dinh tuyén
gitra cic VLAN

VLAN véi Router

- Tra 10i cac cau hoi thic méc cua sinh
vién trong qua trinh thyc hanh

- Nhén xét, danh gia va tong két van

dé thao luan

dua ra nhiing nhén dinh va y
kién cua minh vé van dé thao
luan.

- Tham gia tra 161 nhiitng cau
hoi tinh huéng ma gido vién

duara




9 |- Trinh bay nguyén ly hoat | - Thao luan nguyén 1y hoat dong cua 3h - Sinh vién doc trudce tai lidu Phong hoc thuc
dong ciia VLAN va cac ung | VLAN vé van dé thao luan hanh c¢6 trang bi
dung VLAN trong thyc tién |- Cho sinh vién phat biéu y kién vé - Tham gia vao thdo luén, may tinh, may
- CAu hinh VLAN trén | cac van dé thao luan theo nhom da dua ra cau hoi chiéu, Switch
Switch hd trg VLAN phan cong trudc - Tham gia tra 161 nhitng cau hd trg VLAN va
- Cau hinh dinh tuyén giira | - Chuan bi bai thuc hanh hoi tinh huéng ma gido vién | 6h | Router.
cac VLAN str dung Router - Tra 10 cac cau hoi thac méac cia sinh duara
-Ung dung mo hinh mang c6 | vién trong qua trinh thyc hanh - Thyc hanh bai lab chia
VLAN vio thiét ké hé thong | - Kiém tra tién do thuc hién bai tap VLAN va dinh tuyén giira
mang trong doanh nghiép thuc hanh cuda sinh vién cac VLAN sur dung Router

- Giao cong viéc cho tuan tiép theo
10 | - Phan nhém va giao chii dé | - Phan nhom sinh vién - Nhan nhém va bdo céo chu Phong hoc ly

thdo luan cho tirng nhém

- Chuan bi céc chi dé théo luan

- Huéng dan sinh vién cac budc thuc
hién va nguén tai liéu can tim hiéu

- Nhan xét, danh gia va tong két van

deé giao chu dé

dé mong mudn tim hiéu véi
gido vién néu c6

- Tham gia cac hoat dong do
gido vién t6 chuc va dua ra
cac cau hoi thac mic can giai
dap

- Tim hiéu cac ngudn tai liéu

do giao vién cung cap

thuyét co trang
bi may tinh,

may chiéu




11 |- Trinh bay nguyén 1y phan | - Thao luan v€ nhi€ém vu cia vién - Sinh vién doc trudce tai liéu Phong hoc Iy
gidi tén mién ciia may chu | phan giai tén mién va nguyén 1y phan vé van dé thao luan thuyét co trang
DNS va nhiém vu cua viéc | giai tén mién - Tham gia vao thao luan, bi may tinh,
phan giai tén mién - Théo ludn cac giao thic truy cap dua ra cau hoi may chiéu.

- So sénh hai giao thuc http | web http va https - Tham gia tra 161 nhitng cau
va https ’ - Huéng dan thyc hién lab cau hinh 3h hoi tinh hudéng ma gido vién ah
- Trinh bay cach cau hinh | web server va DNS server duara
may chit DN'S va Web Server | - Tra 10i cac cau hoi, thic mic cia - Quan sat cach goi y va phan

sinh vién tich cia gido vién dé tur do

- Két luan, téng két cac noi dung thao dua ra nhiing nhan dinh va y

luan kién cta minh vé van dé thao

luan

12 | - Phan tich dugc nguyén ly | - Phat tai liéu thao luan cho sinh vién - Sinh vién doc trudce tai licu Phong hoc ly
lam viéc ciia may chi DNS | - Thao luan vé nguyén ly lam viéc cua vé van dé thao luan thuyét co trang
va web Server DNS Server va web Server - Tham gia vao thao luén, bi may tinh,
- Thyc hién Public mot | - Thao luin vé su can thiét xay dung dua ra cau hoi may chiéu.
website don gidan cho phép | mot site noi bd cho doanh nghiép - Thuc hién bai lab xay dung
truy cap website vdi tén mién | - Giao bai thuc hanh 3h mot site ndi bd cho doanh | 6h

Nam

- Bdo mat ditr li¢u truy cap
vOi https

- C4u hinh cip phat IP dong
cho céc Client

- Kiém tra tién do thuc hién bai tap
thuc hanh cua sinh vién

- DBéanh gia va goi y céc cach lam cho
sinh vién

- Giao cong vi¢c cho tuan ti€p theo

nghiép cho phép cic nhén
vién truy cap vao thong qua
tén mién véi Ip cho cac

Client duoc cap phat dong




13 | - Trinh bay cac giao thirc gui | - Thao luan vé nhu cau va sy can thiét - Tham gia vao thio luan, Phong hoc Iy
nhan mail POP3, SMTP, | trién khai hé théng mail trong doanh dua ra cau hoi thuyét cO trang
IMAP nghiép - Tham gia tra 161 nhitng cau bi may tinh,
- Gui va nhan thu st dung | - Thao luan vé céc giao thirc giri nhan hoi tinh hudéng ma gido vién may chiéu.
SMTP qua Telnet mail POP3, SMTP, IMAP duara
- C4u hinh Mail server phuc | - Hudng d?ll:l sinh vién t}{l.l’C hién Lab 3h - Tham gia thyc hién bai lab ah
vu cho doanh nghiép cau hinh trién khai hé¢ thong Mail véi do gido vién dua ra

Mdaemon Server - Quan sat cach goi y va phan
- Panh gia va goi y cac cach lam cho tich cua gido vién dé tir do
sinh vién dua ra nhiing nhéan dinh va y
- Nhan xét, danh gia va tong két van kién ctia minh vé van dé thao
dé thao luan luan

14 | - Phan tich dugc nguyén 1y | - To chic thao luan vé nguyén 1y lam - Sinh vién doc trudce tai licu Phong hoc thuc
lam viéc ciia may chu Mail | viéc cia may chu Mail Server vé van dé thao luan hanh co trang bi
Server - Cac I¢énh thyc hién nhan va giri mail - Tham gia vao thao luan, may tinh, may
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Bai 1: Tong quan vé mang doanh nghiép

1.1 Gioi thiéu mon hoc, phwong phap hoc
Vi xu thé tmg dung hé thdng thong tin vao tat ca cac hoat dong san xuit clia cac
doanh nghiép, van dé trién khai mot hé théng mang khi xay dung mot doanh
nghiép 1a diéu tit yéu. Do vy nhu cau nhén lyc ¢ trinh do chuyén gia trong linh
vuc mang doanh nghiép trén thi truong lao dong hién nay dang rat nhiéu.
Mang doanh nghi¢p la mon hoc dugc giang day sau Module Mang co ban va
trudc Module Bdo mat mang va Module Mang thé hé méi. Muc dich ctia mén
hoc gitp sinh vién dat duoc cac k¥ ning vé quan tri mang LAN, tu van, thiét ké
va xay dung dugc mot hé thong mang cho doanh nghiép co6 quy mé nhoé voi cac
yéu cau cy thé nhu sau:
- Panh gia dugc cac hoat dong cua cac thiét bi phﬁn cing va phﬁn mém trong
mot md hinh mang LAN, WAN san ¢6
- Tu van trong viéc lya chon céc thiét bi phan cimg phdn mém dé thiét ké
mang LAN, WAN pht hop v6i nhu cu cta doanh nghiép nho
- Paénh gia duoc cac yéu cau vé quan 1y mang, an ninh mang va céc rang budc
khac trong qua trinh thiét ké mang
- Thiét ké dugc mang LAN trong toda nha phuc vu cho cong tac giang day va
nghién clru
- Thiét ké dugc mang WAN cho Truong hoc phuc vu cong tdc dao tao va
quan 1y cia Nha truong.
Pay 1a mon hoc mang tinh tng dung thuc tién rat cao do vay doi hoi sinh vién
chuan bi k¥ cac tai liéu va phwong tién hoc tap can thiét. Gom cé
- Céc phan mém gia 1ap thiét ké mang :
- VMWare Simulator, Boson Netsim Simulator
- ISA Server

- Mail Exchange Server, Mail Mdeamon Server

- Sach gido trinh, Slide do gido vién bién soan.
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- S4ch tham khao:
[1]. Cisco System, "CCNA Discoveryl 4.0", Cisco System, 2007
[2]. Cisco System, "CCNA Discovery?2 4.0", Cisco System, 2007

[3]. J.C. Mackin and Ian McLean, “Windows Server 2003 Network
Infrastructure”, Microsoft Press, 2005
Trong qué trinh hoc tap sinh vién can chu dong doc trudce tai li€u tai nha, cac tai
liu do gido vién giao cho vé nha tu hoc, tham gia trao d6i kién thirc trén forum
cua nha truong va cac forum khéac nhu :

e http://quantrimang.com

e http://nhatnghe.com.vn

e http://vnpro.org.

1.2.Cach swr dung cac phin mém thiét ké gia lap VMWare, Boson
1.2.1 Phan mém VMWare

VMWare 12 phan mém gia 1ap cho phép cai dat nhiéu hé diéu hanh trén mot may
tinh c6 cAu hinh manh. VMWare cho phép chung ta cai nhiéu hé diéu hanh khac
nhau nhu Window XP, Window Server 2003, Window Vista, Window Server
2008, Linux... trén cung m{t may tinh va tai mot thoi diém co thé cung khoi
d6ng nhiéu may tinh 4o trén mot may tinh that. Pay 1a mot tién ich vo cung thd
vi va can thiét cho cac sinh vién khi hoc vé mang may tinh va can cau hinh mot
lac nhiéu hé théng khac nhau tao thanh mot hé théng mang 4o.
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Trén day la hinh khi mdy a0 VMWare dang cung ltc dugc cai dat va chay ca 03
hé diéu hanh gém Window Server 2003, Window XP va Red Hat Linux dé thuc

A

tap.

1.2.2 Phan mém Boson Netsim

Boson Netsim 13 phdn mém cho phép gia 1ap cac hoat dong cua cac thiét bj mang

Cisco. Vi thi phan chiém trén 70% toan thé gi6i vé thiét bi mang, cac thiét bi

mang cua cisco ludn la lya chon s6 mot cho tat ca cac nha thiét ké va trién khai

hé théng do d6 6n dinh va tinh tin cay cling nhu sy bdo dam cua Cisco trong van
dé an toan thong tin. Boson Netsim sau khi cai dat g6m 02 tién ich con :

e Boson Netsim Design

e Boson netsim Simulator
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Boson Netsim Design 1a tién ich cho phép chiing ta thiét ké cac mé hinh mang ao
khi khong c6 diéu kién tiép xuc véi thiét bi that. Du vay Boson Design co thé
cho phép gia 1ap dén 90% cac mo hinh that.

Lab 2-2: VLAN
— >
( Native —1;',
. T
—
( Accounting Y
s o e

' il L Engineering )‘)

Boson Netsim duoc thuc hién sau khi ban d3 thiét ké hé théng gia 1ap. Nhiém vu
cua no 1a tao ra moi truong gia lap dé thuc hién cac cu 1énh cdu hinh hé théng
da dugc thiét ké boi Boson Design trén moéi truong CLI (Conmand Line
Interface).

1.3. Gi6i thiéu hé théng mang thuee té ciia mét s6 doanh nghiép

Gidi thiéu tong quan so d6 hé théng mang mot s6 doanh nghiép. Trong hinh 13
so d6 hé thong mang Truong PH SPKT Hung Yén.
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Bai 2: Dia chi mang

2.1.Dia chi IP va Subnetmask

Kién thitc vé dia chi IP va céac kién thuc lién quan dén M6 hinh TCP/IP,
Subneting da duogc trang bi tai Module Mang co ban, day la mot khdi kién thire
nén tang rat quan trong, sinh vién can xem lai tai liéu d3 hoc. Pé 6n tap lai khdi
kién thirc nay sinh vién can hoan tat bai tap sau:.

Hé théng mang ctia cong ty ABC nhu hinh v&, cong ty dugc cip phat dai dia chi
192.168.0.0/16. Thuc hién chia dai dia chi trén thanh cac Subnet thoa mén diéu
kién sb host trong mdi Subnet nhu trén hinh véi diéu kién t6i vu hoa khong gian
dia chi IP.

250 host — LAN 2

1000 host — LAN1 500 host — LAN3

2.2. Cac loqi dia chi IP
2.2.1. Dia chi IP Private, IP Public

IP private 13 nhitng IP khéng dugc dinh tuyén trén Internet, bao gdm céac dai dia
chi sau:

10.0.0.0 --> 10.255.255.255
172.16.0.0 --=>172.16.31.255
192.168.0.0 --> 192.168.255.255
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Céc dai dia chi IP con lai cua 16p A, B, C 1a nhiing dia chi IP Public (thudc
quyén s hiru ctia ISP va nha cung céap dia chi Internet)

2.2.2.Dja chi IP Unicast, Multicast, Broadcast

Dia chi Broadcast 1a dia chi quang b4 cho mot Subnet theo chiéu tir PC dén tit ca
cac PC trong cung Subnet : PC-> all PC

bia chi Unicast 1a dia chi cho phép gui tr mot dia chi dén mét dia chi khac :
PC->PC

Pja chi Multicast 1a dia chi cho phép gui tir mot host dén mot nhém host khéc:
PC-> Group PC, céac dia chi nay thudc 16p D.

2.3.Nguyén Iy dich chuyén dia chi IP (NAT)
2.3.1 Cdc thudt ngir trong NAT

Khi mot may thuc hién NAT s& c6 ca 2 chiéu out va in theo quy dinh cua
Interface

- Cisco st dungthuét ngir 2 chiéu nay cua NAT goi 13 inside va outside, cic
nhom dia chi trong NAT bao gém:

+ Inside local: nhém dia chi bén trong

+ Inside global: dia chi toan cuc bén trong (dia chi nay dai dién cho céc
host cta ban két ndi ra ngoai Internet, chinh la dia chi ma ISP cép cho
ban)

+ QOutside local address : 1a dia chi riéng ctia host bén ngoai mang ndi bo

+ Outside global address: 1a dia chi public ctia host bén ngoai (vd
www.yahoo.com) khi host bén trong thuc hién NAT dé chuyén d6i IP, qua

trinh NAT nhu sau:
inside local ip address ----- inside global ip address ----- outside global ip address
vd: 192.168.1.2 ----- 58.187.41.17:2412 ------- 209.191.93.52
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Chéang han, khi vao trang web www.yahoo.com, dau tién s& c6 mot request toi
web server yahoo, day chinh 1a thyc hi¢n NAT outside, khi ban nhan dugc reply
tr Yahoo server, qua trinh nguoc lai, lac nay chinh la thyc hién NAT inside

NAT inside nguoc lai voi NAT outside, khi goi dit liéu dén duoc thiét bi thuc
hién NAT, né xem trong bang NAT (NAT table) va thiy rang 58.187.41.17:2412
tuong tng voi 192.168.1.2, lac d6 NAT s€ thyc hi¢n ddi lai dia chi IP cua g0i tin
va gbi dir liéu d6 s& dén dugc dang dia chi cia may trong LAN cua ban.

Hoan toan tuong ty nhu vay véi inbound va outbound (chi khac no 1a thudt ngr
ctia Microsoft), néu c¢6 dung chi sé port trong qué trinh chuyén doi thi d6 1a PAT,
con chi dung dia chi IP thi lac d6 chuyén doi 1a NAT

Cau 1énh net use thuong dung dé map share trong mang lan (tuy vay ban c6 thé
map mot may khac qua Internet, néu may d6 phép share nhu vay - chang han da
NAT hét port va cho phép hét cac service), két ndi trong Lan, hay két ndi qua
Internet déu c6 thé thuc hién gidng nhau, qua Internet thi chi bi han ché bai toc
do va chat luong, thuong 1a cham hon nhiéu so véi mang LAN, tuy vay it ai
dung 1énh net use dé map mot share tir ngoai Internet, thuong ding cac cong cuy
khac, nhu 1a FTP, HTTP... va cac cong cu chia sé qua Internet.

2.3.2. Cdc kiéu NAT

C6 2 kieu NAT co ban 1a NAT va PAT :

Gidng nhau

Dung dé chuyén doi dja chi IP private thanh dia chi IP public, gitp cho méy
trong mang Lan ctia ban c6 thé két nbi vai Internet, va giup tiét kiém khong gian
cua dia chi IP public, mot cty cé thé chi can 1 hay vai dia chi IP public ma van
cho phép toan bd mang cua ho két ndi ra thé gidi bén ngoai.Khéac nhau :
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NAT : Network Address Translation : chuyén ddi dia chi IP thanh dija chi bén
ngoai (c6 2 dang chuyén doi 1a 1-1 : static, va chuyén ddi overload, khi ban duogc
cap nhiéu IP tir ISP)

Vi du: chuyén d6i 1-11a : 192.168.0.1 <---> 186.15.4.2, con chuyén ddi overload
thi mét dia chi bén trong s€ dugc chuyén ddi thanh mét dia chi bén ngoai (néu
nhu dia chi bén ngoai chua st dung)

PAT (Port Address Translation), thuong 1a cac router ADSL mac dinh dung
kiéu chuyén doi nay, vi ban chi ¢6 1 IP public, néu toan bd LAN cua ban déu
mudn két nbi ra ngoai - voi mot dia chi IP public (58.187.168.41)=> luc d6 dia
chi bén trong s& duoc chuyén d6i thanh dia chi 6 két hop voi chi sb port, néu
port d6 chua stir dung

Vi du: Ban ¢c6 mot LAN nho voi dai IP : 192.168.1.x , khi d6 cac may trong lan
s& duoc chuyén d6i chang han véi vai may:

192.168.1.3 <-->58.187.168.41:2413
192.168.1.4 <-->58.187.168.41:2414
192.168.1.5 <-->58.187.168.41:2415
192.168.1.6 <-->58.187.168.41:2416

Céc chi sb port thuong dung tir 1024 dén 65535 (not well-known port), vi
well-known port 1 chii yéu dung cho server, s6 port ndy dép tmg dugc hau hét
cac mang LAN.

2.4. Nguyén ly thu nhan mot dia chi IP tw DHCP Server.

C6 hai cach dé mot host c6 thé thu nhan duge mot dia chi IP, nguoi st dung co
thé cdu hinh TCP/IP bang tay bang cach tu nhap vao cac thong s, cach tha 2
thuong dugc st dung trong cdc cong ty vi cac nhan vién vang phong thuong
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khong thé nhé duge cac con s6 do nguoi quan tri hé thdng mang trong cong ty
cung Cé,p. Dé host ¢6 thé thu nhan tu dong mat IP tur Server, ban phai cai dat dich
vu DHCP trén may chii. Client va Server sé dam phéan v6i nhau dé cip mot IP
cho Client theo so d sau:
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Bai 3: Cong nghé Wireless
3.1. Tong quan vé Wireless

Wireless hay mang 802.11 1a hé thong mang khong day st dung song vo tuyén,
gidng nhu dién thoai di dong, truyén hinh va radio. Hé thong nay hién nay dang
dugc trién khai rong rai tai nhiéu diém cong cong hay tai nha riéng. Hé thong
cho phép truy cip Internet tai nhitng khu vuc c6 séng ctia hé thong nay, hoan
toan khong can dén cap ndi. Ngoai cac diém két ndi cong cong (hotspots), WiFi
c6 thé dugce thiét 1ap ngay tai nha riéng.

Tén goi 802.11 bat ngudn tir vién IEEE (Institute of Electrical and Electronics
Engineers). Vién ndy tao ra nhiéu chuén cho nhiéu giao thirc k¥ thuat khac nhau,
va no str dung mot hé thdng sb nham phén loai ching; 3 chuan thong dung cua
Wireless hi¢n nay 1a 802.11a/b/g.

3.2. Cic chudn Wireless

Wireless truyén va phat tin hiéu ¢ tan s6 2.4 GHz hoic 5GHz. Tan sb nay cao
hon so véi cac tan sb sir dung cho dién thoai di dong, cac thiét bi cam tay va
truyén hinh. Tan s6 cao hon cho phép tin hiéu mang theo nhiéu dit liéu hon.
Wireless str dung chuan 802.11:

Chuan 802.11b 13 phién ban dau tién trén thi trudng. DAy 1a chuan cham nhat va
ré tién nhét, va né trd thanh it phd bién hon so v6i cac chuan khéac. 802.11b phat
tin hiéu & tan s6 2.4 GHz, n6 c6 thé xur Iy dén 11 megabit/gidy.

Chuén 802.11g ciing phat ¢ tan s6 2.4 GHz, nhung nhanh hon so véi chuan
802.11b, tdc do xir Iy dat 54 megabit/gidy. Chuan 802.11g nhanh hon vi né sir
dung ma OFDM (orthogonal frequency-division multiplexing), mot cong nghé
ma hoéa hiéu qua hon.

Chuin 802.11a phat ¢ tin s6 5 GHz va c6 thé dat dén 54 megabit/ gidy. N6 ciing
stt dung md OFDM. Nhirng chuan méi hon sau nay nhu 802.11n con nhanh hon
chuan 802.11a, nhung 802.11n van chua phai 1a chudn cubi cing.

Vii Khanh Quy — Khoa CNTT — PH Su pham Ky thuiat Hung Yén 31



Vii Khanh Quy — Khoa CNTT — PH Sw pham Ky thuit Hung Yén

3.3. Ciu hinh mang Wireless
3.3.1. Céc thanh phdn thiét Igp mang WLAN
Card mang khong day (NIC_Wireless)

Cac may tinh nam trong ving phu song WiFi can c6 cic bo thu khong day,
adapter, dé co thé két ndi vao mang. Cac bd nay c6 thé dugc tich hop vao cic
may tinh xach tay hay dé ban hién dai. Hoic duogc thiét ké ¢ dang dé cam vao
khe PC card hoic cong USB, hay khe PCI. Khi di duogc cai dat adapter khong
day va phan mém diéu khién (driver), mdy tinh ¢ thé ty dong nhan dién va hién
thi cac mang khong day dang ton tai trong khu vyc.

Access Point (AP)

AP 1a thiét bi pho bién nhit trong WLAN chi dung sau PC card khong diy. Nhu
tén ctia n6 da chi ra, AP cung cép cho client mot diém truy cap vao mang. AP 13
mot thiét bi half-duplex c6 mic d6 thong minh twong duong voi mot Switch
Ethernet phtrc tap. Hinh dudi ddy mo td AP va noi st dung ching trong mang
WLAN.
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AP c6 thé giao tiép v6i cac client khong dy, véi mang c6 day va voi cac AP
khac. C6 3 mode hoat dong chinh ma ban c6 thé cdu hinh trong mot AP

* Root mode

= Repeater mode

* Bridge mode
Root mode

Root mode dugc str dung khi AP duoc két ndi voi mang backbone c6 day thong
qua giao dién c6 day (thuong 1a Ethernet) ctia nd. Hau hét cac AP sé& hd tro cac
mode khac ngoai root mode, tuy nhién root mode 1a cAu hinh mic dinh. Khi mét
AP duoc két ndi v6i phan doan c6 diy thong qua cong ethernet ciia nd, nd sé
duge ciu hinh dé hoat dong trong root mode. Khi & trong root mode, cdc AP
duge két ndi voi cung mot hé thdng phan phdi co day cé thé néi chuyén duoc voi
nhau thong qua phan doan c6 ddy. AP giao tiép v6i nhau dé thuc hién cac chirc
ning cua roaming nhu reassociation. Cac client khong day co thé giao tiép véi
cac client khong day khac nam trong nhiing cell (6 té bao, hay ving phu song
ciia AP) khac nhau thong qua AP tuong Gmg ma ching két ndi vao, sau do6 cac
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AP nay s€ giao ti€p vdi nhau thong qua phan doan c¢6 day nhu vi du trong hinh
dudi.
An access peint in root mode
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Bridge mode

Trong Bride mode, AP hoat dong hoan toan giéng voi mot Bridge khong day (s&
dugc thao luan ¢ phan sau). That vay, AP sé& tré thanh mot Bridge khong day khi
duoc cu hinh theo cach nay. Chi mdt sb it cac AP trén thi trudng c6 hd trg chic
nang Bridge, diéu nay s& lam cho thiét bi co gia cao hon dang ké. Chung ta s&
giai thich mot cach ngan gon Bridge khong day hoat dong nhu thé ndo, nhung
ban c6 thé thiy tir hinh du6i rang Client khong két ndi v6i Bridge, nhung thay
vao d6, Bridge dugc st dung dé két ndi 2 hodc nhiéu doan mang c6 day lai véi
nhau bang két ndi khong day.
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An access point in bridge mode
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Repeater Mode

Trong Repeater mode, AP c6 kha ning cung cip mot duong két ndi khong day
upstream vao mang c6 day thay vi mot két ndi c6 day binh thuong. Nhu ban thay
trong hinh dudi, mét AP hoat dong nhu 1a mdt root AP va AP con lai hoat dong
nhu 12 mot Repeater khong ddy. AP trong repeater mode két ndi véi cac client
nhu 1a mot AP va két ndi voi upstream AP nhu 1a mot client. Viéc sit dung AP
trong Repeater mode 14 hoan toan khong nén trir khi cuc ky can thiét boi vi cac
cell xung quanh mdi AP trong truong hop nay phai chong 1én nhau it nhat 13
50%. Cau hinh nay s& giam trim trong pham vi ma mét client c6 thé két ndi dén
repeater AP. Thém vao d6, Repeater AP giao tiép ca véi client va véi upstream
AP thong qua két ndi khong day, diéu nay s& lam giam throughput trén doan
mang khong diy. Nguoi st dung dugc két ndi véi mot Repeater AP s& cam nhan
duoc throughput thap va do tré cao. Thong thuong thi ban nén disable cong
Ethernet khi hoat dong trong repeater mode.
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An access point in repeater mode
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Cic tiy chon pho bién (Common Options)

AP ¢6 sdn nhiéu tiy chon phan cimg va phan mém khac nhau. Céc tiy chon phd
bién bao gom:

+ Anten cb dinh hay c6 thé thao lap.

+ Kha ning loc cao cip

+ Antenna c6 thé thao dugc (Removeable hay Modular)
+ Thay ddi cong suét phat

+ Céc kiéu khac nhau cua két ndi c6 day

Fixed or Detachable Antenna

Tuy thudc vao nhu cau doanh nghiép cua ban hay nhu cau cia khach hang, ban
s& can phai chon giita AP ¢6 anten ¢ dinh hay AP c6 anten c6 thé thao lap. Mot
AP véi anten c6 thé thao 1ap cho ban kha ning str dung cac loai anten khac nhau
dé két ndi v6i AP sir dung cable ¢ chiéu dai khac nhau tiy nhu cau cua ban.

Vi du: Néu ban can treo mot AP & trong nha nhung lai cho phép nguoi s dung
truy cap vao mang ¢ bén ngoai thi ban s€ can két ndi vdi cable va anten ngoai
troi truc ti€p véi AP va chi treo anten bén ngoai.
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AP ¢6 thé c6 hoic khong co anten diversity (tinh ning da dang anten). WLAN
anten diversity 13 viéc stir dung nhiéu anten v6i nhiéu input trén mot receiver duy
nhit dé 1dy mau tin hiéu dén thong qua mdi anten. Viéc ldy mau tin hiéu tir 2
anten cho phép xac dinh dugc tin hiéu input ciia anten nao 1a tot hon. Hai anten
c6 thé c6 mirc d6 nhan tin hiéu khac nhau béi vi mot hién tuong duogc goi la
multipath.

Advanced Filtering Capability

Cac chtc ning loc MAC hay protocol c6 thé dugc bao gdm trong AP. Loc
thuong dugce st dung dé ngan chan ké xam nhadp vao mang WLAN cua ban. Nhu
1a mot phuong thirc bdo méat co ban, mdt AP co thé duoc ciu hinh dé loc nhiing
thiét bj khong nam trong danh sach loc MAC cua AP.

Viéc loc protocol cho phép admin quyét dinh va diéu khién giao thirc nao nén
dugc str dung trong mang WLAN.

Vi du: Néu Admin chi mudn cho phép truy cap http trong mang WLAN dé nguoi
ding co thé luét web va truy cap mail dang web (yahoo), thi viéc cau hinh loc
giao thuc http s& ngan chan tat ca cac loai giao thuc khac.

Removable (Modular) Radio Card

Mot sb nha san xudt cho phép ban thém vao va thdo ra cic radio card tir khe
PCMCIA trén AP. Mot s6 AP ¢6 thé c6 2 Anten danh cho cac muc dich dic biét.
Viéc ¢6 2 Anten trong mot AP cho phép mét radio card cé thé hoat dong nhu 1a
mot AP trong khi mdt radio card khac hoat dong nhu 1a mgt Bridge. Mot cach
khac 1a stir dung mdi radio card nhu 1a mot AP ddc 1ap. Viée c6 mdi card hoat
dong nhu 1a mot AP doc 1ap cho phép gap doi sé luong nguoi sit dung trong
cing mot khong gian vat 1y ma khong can phai mua thém mot AP khac. Khi AP
duoc ciu hinh theo cach ndy, moi radio card s& duoc cdu hinh trén mot kénh
khong chong 1én nhau, 1y tuéng 1a kénh 1 va kénh 11.

Variable Output Power
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Viéc thay d6i cong suat phat cho phép admin diéu khién cong suat (miliwatt) ma
AP sir dung dé truyén dir liéu. Viéc diéu khién cong sudt phat ra co thé 1a can
thiét trong mot sd trudng hop khi cac node & xa khong thé xac dinh duge AP. N6
cling cho phép ban diéu khién ving phu soéng ctia mot AP. Khi cong suét phét ra
trén mot AP ting 1én, client c6 thé di chuyén xa AP hon ma khong mat két ndi
v6i AP. Tinh nang nay ciing hitu ich trong viéc bao mat bang cach cho phép thay
d6i kich thudc cua cell RF lam cho cac ké xam nhap khong thé két ndi v6i mang
tor bén ngoai toa nha cua cong ty.

Ngoai AP ¢ cong suat phat thay doi thi ta ciing c6 thé sir dung AP c6 cong sut
phat cd dinh. Véi AP ¢b cong suat phat ¢ dinh thi ban co thé sir dung céac bo
khuéch dai, bd suy hao, cable dai, hay anten c6 d¢ 191 cao. biéu quan trong trong
viéc diéu khién cong suat phat ra trén ca AP va Anten 13 phai tuan theo qui dinh
cua FCC

Varied Types of Connectivity

Cac tuy chon két ndi cho mot AP co thé bao gém 10BaseTx, 100BaseTx,
10/100BaseTx, 100BaseFx, Token Ring, ... B&i vi AP thuong 1a thiét bi ma
client két ndi vao va giao tiép véi backbone mang c6 day, vi thé admin phai hiéu
1am thé nao dé két ndi AP vao mang c6 day. Thiét ké va két ndi AP chinh xéc s&
gitip ngan chan viéc nghén c6 chai & AP hoidc xa hon c6 thé 1a tryc tric thiét bi.

Hay xét viéc sir dung mot AP chuan trong mang WLAN. Néu trong truong hop
nay AP da dugc xéac dinh 1a s& dat & vi tri cach 150m tir wiring closet gan nhét,
thi vi¢c sir dung cable CATS ethernet s€ khong thé hoat dong dugc. Pay 1a mot
van dé boi vi ethernet qua cable CATS5 chi hoat dong dugc trong pham vi 100m.
Trong truong hop ndy viéc mua mot AP c6 két ndi 100BaseFx va chay cable
quang tir wiring closet dén AP d3 lam trudc d6 roi thi van dé sé dé dang hon.

Configuration and Management

Céac phuong phép dugc sir dung dé cau hinh va quan 1y AP sé& khac nhau tily nha
san xuit. Hau hét ho déu cung cép it nhét 1a console, telnet, USB, hay web
server. Mot s6 AP con ¢6 phan mém cau hinh va quan 1y riéng. Nha san xut cau
hinh AP v61 mdgt IP address trong cu hinh khoi tao. Néu admin can thiét 1ap lai

Vii Khanh Quy — Khoa CNTT — PH Su pham Ky thuiat Hung Yén 38



Vii Khanh Quy — Khoa CNTT — PH Sw pham Ky thuit Hung Yén

thiét 1ap mac dinh, thuong thi s€ c6 mdt nit phuc vu chlitc nang nay nam bén
ngoai AP.

Céc chirc nang trén AP 13 khac nhau. Tuy nhién, c6 mot diéu 1a khong d6i: AP
c¢6 cang nhiéu tinh ning thi gia cta nd cang cao. Vi du, mot sé AP SOHO sé& co
WEP, MAC filter va tham chi 1a Web server. Néu céc tinh nang nhu xem bang
association, hd trg 802.1x/EAP, VPN, Routing, Inter AP Protocol, RADIUS thi
gia ctia n6 s& gap nhiéu 1an so voi AP thong thuong.

Tham chi cac tinh nang chuan trén cac AP tuong thich Wi-Fi déi khi ciing khac
nhau tily nha san xuat. Vi du 2 dong SOHO AP khéc nhau cé thé hd tro MAC
filter nhung chi mot trong sb chung cho phép ban permit hay deny cy thé mot
tram nao d6. Mot sé AP hd trg két ndi co day full-duplex 10/100Mbps, trong khi
mot s khac chi c6 két ndi 10BaseT half-duplex.

Viéc hiéu tinh ning nao 1a can thiét cho AP trong méi truong SOHO, mid-range,
hay enterprise-level 14 mot diéu quan trong néu ban mudn tré thanh mot nha
quan tri mang khong day. Dudi day 13 danh sach cic tinh ning can c6 cho mot
AP trong méi truong SOHO va Enterprise. Danh sach nay khong c6 nghia 1a day
da boi vi mot sb nha san xuat di c6 nhiéu tinh nang méi. Danh sach nay chi cung
cap mot diém bat dau dé chon AP cho SOHO.

Small Office, Home Office (SOHQO)

+ Mac filter

+ WEP (64 hay 128 bit)

+ Giao dién c4u hinh USB hay console

+ Giao dién cdu hinh Web don gian

+ Cac phan mém cdu hinh don gian
Enterprise

+ Phan mém cAu hinh cao cip

+ Giao dién cau hinh web cao cap

Vii Khanh Quy — Khoa CNTT — PH Su pham Ky thuiat Hung Yén 39



Vii Khanh Quy — Khoa CNTT — PH Sw pham Ky thuit Hung Yén

+ Telnet

+ SNMP

+ 802.1x/EAP

+ RADIUS client

+ VPN client va server

+ Routing (dynamic hoac static)

+ Chtrc nang Repeater

+ Chtrc ndng Bridge
Viéc sir dung sach hudng dan cua nha san xudt s& cung cap nhiéu thong tin chi
tiét cho mdi dong san pham. Néu ban 1a mot nha quan tri mang WLAN thi ban
nén biét moi trudng hoat dong cia ban dé tim kiém nhimg san phdm thoa min
nhu ciu sir dung ciing nhu bao mat, sau d6 hdy so sanh céc tinh ning cua 3 hay 4
nha san xuit khac nhau dé chon duoc thiét bi ti wu. Qua trinh nay co thé tén
nhiéu thoi gian, nhung thoi gian str dung dé hoc vé cac san pham khéac nhau trén
thi truong 1a rat hiru ich. Cac ngudn tai nguyén t6t nhat dé tim hiéu vé dong san
phém nao do trén thi truong chinh 1a website ctia nha san xuét. Khi chon mét
AP, hiy nhé chon nha san xuat c6 hd tro ngoai cac tinh ning va gia ca.

3.3.2. WLAN va SSID

Mang khong day noi bo theo chuin IEEE 802.11 bao mat dung thong s6 cau
hinh SSID (Service Set ID). K¥ thuat nay hoat dong theo 2 ché do

+ Ché d6 khong bao mat thi theo chu ky thdi gian Access Point giri Broadcast
SSID ciia minh dén cic may tram dung card mang wireless.M6 hinh nay thudng
dung cho cac diém internet cong cong (Hot Post)

+ Ché d6 thir 2 1a ché d6 bao mat, Access Point khong giri SSID cuia minh cho
mAy tram ma may tram phai c6 cung théng sd SSID (duoc ciu hinh trong card
wireless trén may tram) véi Access Point. Mo hinh nay thuong stt dung cho hé
thdng mang cong ty)
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3.3.3. Cau hinh mét mang WLAN don gian
Sinh vién thyc hién bai lab ciu hinh mang Wireless cho vin phong mot cong ty
nhd

Intemet

DELCable
¢ hodem

Roter

Yéu ciu thiét bj
= Mot Modem ADSL
= Mot duong Internet
= Mot AccessPoint
= PC c6 card Wireless
Ciu hinh hé thong
= Chu hinh so d6 hé thong theo hinh
= Cau hinh AccessPoint Wireless cho cac PC ¢ card mang khong day két

noi dugc Internet
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Bai 4: Co ban vé cau hinh dinh tuyén

4.1. Cdc giao thivc dinh tuyén

Trong nganh mang may tinh, dinh tuyén (tiéng Anh: routing hay routeing) 1a qua
trinh chon lya cac duong di trén mdt mang may tinh dé gt dir liéu qua do. Viéc
dinh tuyén duoc thuc hién cho nhiéu loai mang, trong d6 c6 mang dién thoai,
lién mang, Internet, mang giao thong.

Routing chi ra hudng, su di chuyén cua cac goi (dir liéu) dugc danh dia chi tr
mang ngudn cta ching, huéng dén dich cudi thong qua cic node trung gian;
thiét bi phan ctmg chuyén ding duoc goi 13 router (bd dinh tuyén). Tién trinh
dinh tuyén thuong chi hudng di dya vao bang dinh tuyén, d6 1a bang chtra nhiing
16 trinh tot nhat dén cac dich khac nhau trén mang. Vi vay viéc xay dung bang
dinh tuyén, dugc to chiic trong bd nhd cua router, trd nén vo cing quan trong
cho viéc dinh tuyén hiéu qua.

Routing khac véi bridging (bic cau) ¢ chd trong nhiém vu ciia né thi cac cau tric
dia chi goi nén sy gan gili cua cac dia chi twong tu trong mang, qua d6 cho phép
nhap liéu mot bang dinh tuyén don dé mo ta 19 trinh dén mot nhém cac dia chi.
Vi thé, routing 1am viéc tot hon bridging trong nhitng mang 16n, va né trd thanh
dang chiém vu thé ctia viéc tim dudng trén mang Internet.

Céc mang nhoé co thé c¢6 cac bang dinh tuyén dugc cau hinh thi cong, con nhiing
mang 16n hon c6 topo mang phirc tap va thay dbi lién tyc thi xdy dung thu céng
cac bang dinh tuyén 13 vo cung kho khan. Tuy nhién, hau hét mang dién thoai
chuyén mach chung (public switched telephone network - PSTN) str dung bang
dinh tuyén duogc tinh toan trudc, véi nhiing tuyén du trit néu cac 10 trinh truc tiép

déu bi nghén. Pinh tuyén dong (dynamic routing) ¢ ging giai quyét van dé nay
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bang viéc xdy dung bang dinh tuyén mét cach tu dong, dya vao nhiing thong tin
duoc giao thire dinh tuyén cung cdp, va cho phép mang hanh dong gan nhu ty trj

trong viéc ngan chan mang bi 161 va nghén.

Pinh tuyén dong chiém wu thé trén Internet. Tuy nhién, viéc cAu hinh cac giao
thire dinh tuyén thudng doi hoi nhiéu kinh nghiém; dirng nén nghi rang k¥ thuat
ndi mang da phat trién dén mirc hoan thanh tu dong viéc dinh tuyén. Céach tdt
nhat 13 nén két hop giita dinh tuyén thu cong va tu dong.

Nhitng mang trong d6 cac goi thong tin dugce van chuyén, vi du nhu Internet,
chia dir liéu thanh céc goi, roi dan nhin véi cac dich dén cu thé va mdi g61 duogc
1ap 10 trinh riéng biét. Cac mang xoay vong, nhu mang dién thoai, cling thuc
hién dinh tuyén dé tim duong cho cac vong (vi du nhu cudc goi dién thoai) dé
chung c6 thé giri lwong dir liéu 16n ma khong phai tiép tuc lap lai dia chi dich.
Pinh tuyén IP truyén théng van con twong dbi don gian vi né dung cach dinh
tuyén budc ké tiép (next-hop routing), router chi xem xét no sé& giri goi thong tin
dén dau, va khong quan tdm duong di sau d6 ciia goi trén nhimg budc truyén con
lai. Tuy nhién, nhitng chién luogc dinh tuyén phire tap hon c6 thé duoc, va thuong
dugc dung trong nhitng hé théng nhu MPLS, ATM hay Frame Relay, nhitng hé

thng nay doi khi duogc sir dung nhu céng nghé bén dudi dé hd tro cho mang IP.

Thuét toan vector (distance-vector routing protocols)

Thudt toan nay dung thuat toan Bellman-Ford. Phuong phap nay chi dinh mdt
con s6, goi 1a chi phi (hay trong s6), cho mdi mét lién két giira cac node trong
mang. Cac node s& giri thong tin tir diém A dén diém B qua duong di mang lai
tong chi phi thip nhat (1a tong cac chi phi cua cac két ndi giita cac node duoc

dung).
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Thuét todn hoat dong voi nhitng hanh dong rat don gian. Khi mét node khoi
dong lan dau, né chi biét cac node ké truc tiép v6i no, va chi phi truc tiép dé di
dén d6 (thong tin nay, danh sach cua cac dich, téng chi phi cua timg node, va
budc ké tiép dé giri dir liéu dén d6 tao nén bang dinh tuyén, hay bang khoang
cach). Mbi node, trong mét tién trinh, giri d&én timg “hang xom” tong chi phi cua
n6 dé di dén cac dich ma né biét. Cac node “hang x6m” phan tich thong tin nay,
va so sanh voi nhiig thong tin ma chiing dang “biét”; bat ky diéu gi cai thién
dugc nhitng thong tin chiing dang c6 s& dugc dua vao cac bang dinh tuyén cua
nhimg “hang xém” nay. Dén khi két thic, tit ca node trén mang sé& tim ra budc
truyén ké tiép t6i wu dén tat ca moi dich, va tong chi phi tot nhat.

Khi mot trong cac node gip van dé, nhitng node khac co sir dung node hong nay
trong 10 trinh cua minh s€ loai bé nhiing 16 trinh do, va tao nén thong tin maéi cua
bang dinh tuyén. Sau d6 ching chuyén thong tin ndy dén tit ca node gan ké va
1ap lai qué trinh trén. Cubi cung, tat ca node trén mang nhan duogc thong tin cap

nhat, va sau dé s€ tim duong di mdi dén tat ca cac dich ma ching con té1 duoc.

Thuét toan trang thai két ndi (Link-state routing protocols)

Khi ap dung cac thuat toan trang thai két ndi, mdi node sir dung dit liéu co sd cta
né nhu 1a mot ban d6 cua mang vo1 dang mot dd thi. Dé lam diéu ndy, modi node
phat di t6i tong thé mang nhiing thong tin vé cac node khac ma né co thé két ndi
dugc, va timg node goép thong tin mot cach doc 1ap vao ban db. Str dung ban d6
nay, mdi router sau d6 s& quyét dinh vé tuyén dudng tot nhét tir né dén moi node
khéc.

Thuat toan di 1am theo cach nay 1a Dijkstra, bang cach xay dung ciu trac di lidu
khéc, dang cay, trong d6 node hi¢n tai la géc, va chira moi noded khac trong

mang. Bit ddu voi mot cay ban du chi chira chinh né. Sau d6 1an lugt tir tap cac
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node chua dugc thém vio ciy, né s& thém node c¢6 chi phi thip nhat dé dén mot
node da c6 trén cdy. Tiép tuc qué trinh dén khi moi node déu dugc thém.
Cay nay sau d6 phuc vu dé xay dung bang dinh tuyén, dua ra budc truyén ké tiép

tdt wu, ... dé tir mot node dén bat ky node khac trén mang.

So sanh cac thuat toan dinh tuyén

Céc giao thirc dinh tuyén véi thuat toan vector to ra don gian va hiéu qua trong
cac mang nho, va doi hoi it (néu co) sy giam sat. Tuy nhién, ching khong lam
viéc tot, va cb tai nguyén tap hop it i, dan dén su phat trién cta cac thuét toan
trang thai két ndi tuy phirc tap hon nhung tét hon dé dung trong cac mang 16n.

Giao thtrc vector kém hon véi rac ro1 vé dém dén vo tan.

Uu diém chinh cta dinh tuyén bang trang thai két ndi 13 phan ing nhanh nhay
hon, va trong mot khoang thoi gian co6 han, ddi voi su thay ddi két ndi. Ngoai ra,
nhimg goéi duoc giri qua mang trong dinh tuyén bang trang thai két ndi thi nho
hon nhimng goéi dung trong dinh tuyén bang vector. Pinh tuyén bang vector doi
hoi bang dinh tuyén day di phai dugc truyén di, trong khi dinh tuyén bang trang
thai két ndi thi chi c6 thong tin vé “hang xém” cua node duge truyén di. Vi vay,
cac goi nay dung tai nguyén mang ¢ mirc khong dang ké. Khuyét diém chinh cta
dinh tuyén bang trang thai két ndi 1a né doi hoi nhiéu sy luu trit va tinh toan dé

chay hon dinh tuyén bang vector.
Giao thirc dwgc dinh tuyén va giao thirc dinh tuyén

Sy nham 14n thuong xay ra giita “giao thirc duoc dinh tuyén” va “giao thirc dinh

tuyén” (“routed protocols” va “routing protocols”).
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Giao thirc dwge dinh tuyén (routed protocols hay routable protocols )

Mot giao thire dd dugc dinh tuyén 1a bat ky mot giao thirc mang nao cung cap
day du thong tin trong dia chi ting mang ctia né dé cho phép mét géi tin duoc
truyén di tr mot may chu (host) dén may chi khac dua trén su sap xép vé dia
chi, khong can biét dén dudng di tong thé tir ngudn dén dich. Giao thirc da dugc
dinh tuyén dinh nghia khuén dang va muc dich cua cac truong co trong mot goi.
Cac goi thong thuong duge van chuyén tir hé théng cudi dén mot hé thdng cubi
khac. Hiu nhu tat ca giao thirc ¢ ting 3 céac giao thirc khac & cac tang trén déu cd
thé duoc dinh tuyén, IP 1a mot vi du. Nghia 1a géi tin d dugc dinh hudng (co dia
chi 1& rang )gidng nhu 14 thu da dugc ghi dia chi 16 chi con chd routing (tim
duong di dén dia chi d6)

Cac giao thuc ¢ tﬁng 2 nhu Ethernet 1a nhitng giao thirc khong dinh tuyén duoc,
vi chung chi chita dia chi tang lién két, khong du dé dinh tuyén: mot s giao thirc
& tang cao dua truc tiép vao didy ma khong c6 thém dia chi ting mang, nhu

NetBIOS, ciing khong dinh tuyén duoc.

Giao thirc dinh tuyén (routing protocols)

Giao thirc dinh tuyén duoc dung trong khi thi hanh thuat toan dinh tuyén dé
thuan tién cho viéc trao d6i thong tin giita cac mang, cho phép cac router xay
dung bang dinh tuyén mot cach linh hoat. Trong mét sb trudng hop, giao thirc
dinh tuyén c6 thé tu chay dé 1én giao thic da dugc dinh tuyén: vi du, BGP chay
dé trén TCP: can chu y 1a trong qué trinh thi hanh hé théng khong tao ra sy 1&

thudc giita giao thirc dinh tuyén va da duoc dinh tuyén.

Danh sich cac giao thire dinh tuyén

Giao thirc dinh tuyén trong
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* Router Information Protocol (RIP)

» Open Shortest Path First (OSPF)

* [ntermediate System to Intermediate System (IS-IS)
Hai giao thuc sau diy thudc s hita cua Cisco, va duogc hd tro boi cac router
Cisco hay nhiing router cia nhitng nha cung cap ma Cisco di ding ky cong
nghé:

» Interior Gateway Routing Protocol (IGRP)

* Enhanced IGRP (EIGRP)

Giao thirc dinh tuyén ngoai

= Exterior Gateway Protocol (EGP)

= Border Gateway Protocol (BGP)

» (Constrained Shortest Path First (CSPF)

Théng s6 dinh tuyén (Routing metrics)

Mot théng sé dinh tuyén bao gdm bat ky gia tri nao duoc ding boi thuat toan
dinh tuyén dé xac dinh mot 16 trinh c6 t6t hon 19 trinh khac hay khong. Cac
thong s6 c6 thé 1a nhitng thong tin nhu bang thong (bandwidth), d6 tré (delay),
dém budc truyén, chi phi duong di, trong so, kich thudc tdi da géi tin (MTU -
Maximum transmission unit), do tin cdy, va chi phi truyén thong. Bang dinh
tuyén chi luu trit nhitng tuyén tot nhat co thé, trong khi co s dir liéu trang thai

két nbi hay topo c6 thé luu trit tat ca nhitng thong tin khac.

Router dung tinh ning phan loai murc tin cdy (administrative distance -AD) dé
chon dudng di tot nhat khi né “biét” hai hay nhiéu duong dé dén cing mét dich
theo cdc giao thuc khac nhau. AD dinh ra dd tin cdy cia mdt giao thirc dinh

tuyén. Moi giao thirc dinh tuyén duoc uu tién trong thir ty do tin cay tir cao dén
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thap nhat c6 mot gia tri AD. Mot giao thiic co gia tri AD thdp hon thi dugc tin
cay hon, vi du: OSPF ¢6 AD 1a 110 s€ dugc chon thay vi RIP ¢c6 AD 1a 120.

Bang sau day cho biét si sip xép mirc tin ciy dwoc dung trong cic router

Cisco

Giao thirc
MNai true tidp

Static route

EIGEF summary route

External BGP
Internal EIGRP
IGRP

OSPF

15-15

RIFP

EGP

ODR

External EIGRP
Internal BGF

khdng xac dinh

Cic 16p giao thirc dinh tuyén

Administrative distance
0
1

[y |

Dua vao quan h¢ cua cac dong router vdi cac hé thong tu tri, c6 nhiéu 16p giao

thire dinh tuyén nhu sau:
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